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RSA Key Generation Using the MAXQ1103 Microcontroller

Abstract: Maxim's RSA key generation library provides easy-to-use interfaces to generate RSA key pairs using the MAXQ1103
microcontroller. The MAXQ1103 microcontroller is designed for financial terminal applications and has a number of security
features including RSA. The RSA library uses the modulo arithmetic accelerator (MAA) which provides cryptographic
operations up to 2048 bits. The MAA allows the user to compute a set of operations that are important for many
cryptographic operations. The article also explains why the MAXQ1103 Evaluation (EV) Kit and the CrossWorks development
environment provide an ideal platform to develop secure applications.

Introduction

This application note demonstrates the generation of RSA key-pair sets using the MAXQ1103 secure RISC microcontroller. The
article also demonstrates how to encrypt and decrypt the plain text messages using RSA key-pair sets. To demonstrate the
timing of the RSA computation, the article shows data from the DS5250 high-speed, secure microcontroller which illustrates the

performance improvement achieved with the MAXQ1103.

The MAXQ1103 microcontroller is designed for financial terminal applications and has number of security features including
RSA. The hardware modulo arithmetic accelerator (MAA) provides cryptographic operations up to 2048 bits. The MAA allows the
user to compute a set of operations that are important for many cryptographic operations. Example operations include modular
exponentiation (a¢ mod m); modular multiplication (a < b mod m); modular square (b2 mod m); modular square followed by
moduar multiply ((b2 mod m) x a mod m); modular addition; and modular subtraction.

The MAXQ1103 evaluation (EV) kit and CrossWorks development environment provide an ideal platform to develop these

secure applications. The EV Kit comes with all the tools necessary for development: 4MB of external program memory; 4MB of
external data memory; 2 serial ports; 2 smart-card chips (one full size and one SIM card); a USB connector; an LCD screen; a
16-bit keypad; and a prototyping area.

Getting Started with RSA Key-Pair Generation

The sample application binary (r sa_1103. hex) and sample application code that generate the RSA key pair can be obtained by
writing to: micro.support@maxim-ic.com. The following information will help you build and execute the RSA key-pair sample

application program which is written in C and uses the CrossWorks compiler for MAXQ30.

Setting Up the MAXQ1103 EV Kit

Refer to application note 4273, "Getting Started with the MAXQ1103 Evaluation Kit and the CrossWorks Compiler for the
MAXQ30," for details on setting up the development environment for the MAXQ1103.

The MAXQ1103 EV kit is shown in Figure 1. The hardware components required to generate the RSA key pair are:

MAXQ1103 EV kit board

JTAG board

JTAG cable (to connect the MAXQ1103 EV kit board and JTAG board)

9-pin serial cable. (to connect the PC's COM port and EV kit's serial port 0)

Two regulated power supplies (5V, £5%, 300mA, center positive); one supply is for the MAXQ1103 EV kit and the
other for the JTAG board.
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The jumper settings for the EV kit are shown in the table below.

Jul Short
JU3 Short
Ju4 Short

Figure 1. MAXQ1103 EV kit with JTAG board.

Follow these steps to set up the EV kit and begin using the software for this application.

1. Install the CrossWorks compiler for MAXQ30. The tool suite is available from Rowley Associates and is version
2.0.0.2008063000.2293 at the time of this publication.

2. Connect the serial cable between the EV kit's port O and the PCs COM port so you can observe the application output
onto the PC.

3. Connect the serial cable between the JTAG board and PCs COM port. This connection is used to download the
application onto the EV kit board.

4. Open the project rsa_1103. hzp.

5. Click on Project, then Rebuild to generate the r sa_1103. hzx output file. This file will be downloaded to the MAXQ1103
EV kit. Additionally you can generate rsa_1103. hex file by modifying the project properties. Go to Project properties,
then Linker Options, then additional Output Format. Choose "hex" from the dropdown list.

6. Connect to the target using the "Connect to the target" tab in your Targets window.

7. The application prints the results onto serial port O of the EV Kkit.

Open the hyperterminal and configure the appropriate COM port connection for 115200, 8 data bits, parity none, 1 stop
bit, and no flow control.

OR

You can use Maxim's Microcontroller Tool Kit (MTK) software to see the application results. Install the MTK and open

the MTK in dumb terminal mode. Configure the appropriate serial port for 115200 baud rate, and open the serial
connection.

8. Click on Debug, then Run to load and run the application. This application note uses MTK to observe the results.

The application will now prompt you for some data entry with the request to "Enter key length bits to be generated:"

Enter the number (for example, 1024) and wait for the application to display the results. The application displays the execution
status shown in Figure 2. It takes approximately 5 seconds to generate a 1024-bit-length RSA key pair, then encrypt and
decrypt the random message. This time can vary for each execution. The average times taken to generate RSA key-pair for
various bit lengths are tabulated in Table 1.
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I MicroController Tool Kit - Dumb Terminal Mode
File Edit ©Options Target Macro Help

F3h keyv-pair(iteration) = 59

kevlen to he generated: 1024

modulus (MSE-LSE) (bits = 1024) (digits=64)=

afaclb6l154c694050af6f2 f957h7fEc25698409ded4ce52 564es6b75f4c0e78862bEY9alabatdats
44fhatfzads SecdasfoifefediiofdedandTdfehid4dl0es552a4209587955495b85a0le8o03ddLz
S1dbl0e6echlf6594d4df6733a086d: lalZaciabesiSaz4nded16b197e7eddac9f561c8480fd
daclfdeaf70e38fh 73719697307

d [(MSE-L3E) =

Z43395805h10e560158552e57f6d03ac14d8d3 1fdE4ai0hedfedlaTaScadalialzhTeleSsfatsic
40felbe025164816d6E911bde7aecdlD8debes 2 68£5fa853fol9h18bE0a955d442 003993996
a55add0374cE0zdbaTabee lbfhedlafce5a5452 55409750044 5b2hefe99beTdabadooalidlie
5117e6o42b3d7as7e9f6efdlobel

& [(MSE-L3E) =

00010001

Here i=s the Original data to bhe encrypted [(M3E-L3E) :

0o0004daca7edd 558722 5daifdb i Yafi024e00£7023004d2576060c 610317538030 53Ad13cc3ac5098a
31bZ2eh2 555325172 1he2702ebhed 1707474444900 57E065532f9Ff Y Voelienldiadid02516d
T9fE8Yh3edeica7i4claea23iV240060c924d49d566712e3122696463 7 fa60af5311a475015E5
252000a43b7eVesShileeVhdbifal

Here iz the Encrypted data [(M3E-L3EB) :
DzZzetf9efazbdifdlSedabtdaiedeibcdllahodalfezZf34768a7aabdedacdeS70fe35c03 5237898
afevhoe6fsel19f5488edibifcdadle s Y ib082baceleZ 64d0858419812455f1fdachisializZzedh
EfeloB8255a445bhd0dc353bbfelebeYaddfs47a99633£16e00c7£710924f08kbe8el£f70587 75104
boObScd4diflizocel30a609dbdddes 3

Here iz the data post decryption [(M3E-L3E) :

DO00daca7edd587e2 5dabdbbYafi024e00£702 30042570060 6b1e3 17380308413 ccdac8098a
F1bZeha 553z oel Y2 1lbe2 702ebed 1707474444900 57806553297 Tocienldiod0d0z2516d
TY9fE8Yhledeea7hdolooas 3724006000924 9350071 2231226096403 Y fac0af83 1147501558
Z252000a43b7e7ebha0eae7hdblfal

F3h Verification successful

Total MNo. Failures = 0

COM3 Open at 115200

Figure 2. Execution status and results of sample application.

Developing a Simple Application Using the RSA Key-Generation Library

The library provides easy-to-use interface functions in C to generate the key pair and encrypt/decrypt the user message using
the private/public key. Refer to the rsal i b_1103. h file to see the prototypes of these interfaces. This application demonstrates
the use of these interface functions:
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rsa_generat eKeySet (...)
rsa_bi gnumvbdExp(. . .)

Typical uses of these interface functions follow.

{
unsi gned | ong exp = 0x10001; /1 public exponent
DAT *c, *x;
Bl GNUM * d;
Bl GNUM *¢g;
Bl GNUM * pq;
DG T *plain_text;
d = rsa_newNum();
e = rsa_newNum();
pg = rsa_newNun();
/'l generate the public and private key pair
/1 " maxqll03_rnd' is a call-back function to generate random nunbers
usi ng ' random nunber generator' (RNG nodule built into the MAXQL103 microcontroller.
err = rsa_generat eKeySet (d, e, exp, maxql103_rnd, pq, keyl en) ;
i f(err !'= RSA SUCCESS)
{ printf("\nFailed to generate RSA Keysets. Error code=%l",err);
rsa_freeNun(d);
rsa_freeNune);
rsa_freeNum(pq);
return;
}
/1 allocate menory for 'plain_text' and 'assign val ues
/'l allocate menory for 'x' which will contain the encrypted text
rsa_bi gnumvbdExp( x, pl ai n_t ext, e, pq); /'l use public key for encryption
/1 allocate menory for 'c' which will contain the decrypted/original text
rsa_bi gnunvodExp(c, x, d, pq) ; /'l use private key for decryption
}

Typical test results for different bit lengths are shown below. These numbers can vary for each execution.

Table 1. Average Time for Generating an RSA Key Pair

. Average Time Taken per Test to Generate RSA Key Pair (seconds)
RSA Bit Length Generated|Number of Tests Run - =
MAXQ1103 EV Kit at 12MHz DS5250 EV Kit at 22.1MHz
256 60 4.8

0.84
512 60 1.71 10.76
1024 60 4.55 26.6
1536 60 9.98 63.81
2047 60 17.36 126.81

Conclusion

Maxim provides a library for RSA key generation. This library allows applications written in C to access the power and
functionality of the MAXQ1103 microcontroller's hardware to generate RSA key pairs up to a maximum of 2047 bits. The library
uses of MAA and RNG modules built into the MAXQ1103 to compute the RSA key pairs. The hardware MAA supports IEEE®
Public Key Cryptographic standard (P1363) for asymmetric cryptographic operations based on DSA, RSA, and ECDSA
algorithms.
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Application note 4347: www.maxim-ic.com/an4347

More Information
For technical support: www.maxim-ic.com/support

For samples: www.maxim-ic.com/samples
Other questions and comments: www.maxim-ic.com/contact

Automatic Updates
Would you like to be automatically notified when new application notes are published in your areas of interest? Sign up for EE-

Mail™.

Related Parts
DS5250: QuickView -- Abridged Data Sheet

MAXQ1103: QuickView -- Abridged Data Sheet
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