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INTRODUCTION

Paying for products in the store is easy and convenient, provided that the store accepts "plastic money"
and the convenience fee doesn't cut too deeply into the profit of the merchant. Naturally, for small
purchases plastic is not accepted, which throws the customer back into the age of paper money and coins.
Traditional vending machines operate on coins only. As prices for products and services increase the
probability of having the right selection of coins on hand decreases. The situation isn't much improved by
the bill changers, found on some machines, since they refuse bills that are worn out or damaged. In the
worst case, one gets locked-in at a parking garage or gets fined for using public transit merely because of
"monetary problems" at the point of sale. A way out of this dilemma is the introduction of small cash
systems, that convert conventional money into "electronic cash" and store it in electronically readable
tokens for spending at vending stations that are equipped to handle electronic cash.

The main components of such a system are as follows:
1) The electronically readable and writable token, which carries the electronic cash,
2) The commissioning station, which initializes new tokens and issues them,
3) The revaluing station, which converts money (cash, plastic) into electronic cash and transfers it into
the token, and
4) The vending or POS station, which dispenses goods/tickets and deducts electronic cash from the
token.

A small cash system is convenient and efficient whenever a limited group of people frequently uses
services of the same organization. This could be at vending machines of a company cafeteria or private
club, city-operated parking garages, local transit systems, fitness centers, or entertainment parks.

This document explains the major aspects of implementing a small cash system using Dallas Semicon-
ductor iButton®™ products. In the two scenarios described in this document, the DS1963S serves as a cryp-
tographic coprocessor as well as token. The DS1961S is suited as a token only. Other major components
are the Secure Hash Algorithm (SHA-1) standard, microprocessor (host) hardware and firmware, the 1-
Wire® protocol and secrets.

SHORT DESCRIPTION OF THE SHA-DEVICES INVOLVED

The DS1963S and the DS19618S are essentially memory iButtons with integrated 512-bit SHA-1 engine.
Both devices support special command flows that feed data from various locations into the SHA-1
engine, start the engine and then make decisions based on the SHA-1 result and the data presented by a 1-
Wire master. This master could be a microcontroller, which communicates with the iButton via the 1-
Wire protocol. The DS1963S includes 16 pages of 32 bytes of NV SRAM, storage for eight 64-bit
secrets, individual 32-bit write-cycle counters for 8 of the 16 memory pages and each secret, and a 32-bit
pseudo-random number generator. For temporary storage and data verification, the DS1963S has a 32-
byte scratchpad. The DS1961S includes only four pages of 32 bytes EEPROM and storage for one 64-bit
secret, but no cycle counters or number generator. The size of the DS1961S's scratchpad is 8 bytes.
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The 16 data memory pages of the DS1963S can be written just like any other Memory iButton. Writing to
pages 8 to 15 increments the associated page write cycle counter, indicating that there was a change.
Writing to the four memory pages of the DS1961S is only possible if one can make computations that
involve the secret that is installed in the device. Reading the data memory of the DS1961S or DS1963S
works the same way as with other Memory iButtons. There is no read-access to the secrets; they are
"write-only".

The SHA-1 engine is a hardware implementation of the Secure Hash Algorithm, which produces a 160-
bit output of one or more 512-bit sequentially processed input data blocks. Commonly used names for the
SHA-1 output are "message digest", "signature" or "message authentication code" (MAC). The SHA-1 is
called secure because it is computationally infeasible to find a message that corresponds to a given
message digest, or to find two different messages that produce the same message digest. Any change to a
message in transit will, with very high probability, result in a different message digest, and the signature
will fail to verify. The same hash algorithm must be used by the verifier of a digital signature as was used
by the creator of the digital signature. The SHA-1 algorithm was chosen for its security and because it is
an ISO/IEC standard (ISO10118-3).

The commands of the DS1963S that involve the SHA-1 engine are as follows:
Read Authenticated Page

Validate Data Page

Sign Data Page

Compute Challenge

Authenticate Host

Compute First Secret

Compute Next Secret

This command set is designed to make the DS1963S suitable as multiple-service token, as a numeric
coprocessor for use in vending stations and revaluing stations, as well as for user authentication for
restricted log-in access to remote computers. The main difference between the SHA-1 commands consists
in the composition of the data that is fed into the SHA-1 engine and the processing of the SHA-1 engine's
output data. Except for Compute Challenge, all of the SHA-1 functions are applicable to small cash
systems, as will be shown later in this document.

The commands of the DS1961S that involve the SHA-1 engine are as follows:
= Read Authenticated Page

= Copy Scratchpad

= Compute Next Secret

While Read Authenticated Page and Compute Next Secret operate essentially the same as with the
DS1963S, the Copy Scratchpad command is very different from that used in other 1-Wire devices. In
order to copy data from the scratchpad to the data memory of the DS19618S, one must transmit a message
authentication code that has the device's secret as one of its input data components. As a consequence,
there is no need to embed any signature in the service record ("electronic purse") that resides in a
DS19618S. If the data made its way into the memory, it is authentic. With the DS1963S the situation is
different. Since anybody can write data to the memory of a DS1963S, there is a need to embed a signature
in the service record in order to verify its authenticity later. This difference between these devices affects
the data format and the complexity of function flows at the various stations in the system. The other
major factor is the smaller scratchpad size of the DS1961S, which requires four partial write and copy
steps to write a full 32-byte memory page.
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