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Ultra-Reliable 1-Wire Communications

Abstract: Dallas Semiconductor 1-Wire® devices communicate using a single data line and well-defined, time-tested
protocols. These include special provisions to handle highly intermittent ("touch™) connections that are common when
using 1-Wire devices in the iButton® form factor. This application note will discuss techniques that can be used by
programmers to make 1-Wire communications "ultra-reliable” and when these techniques should be considered.

Introduction

Dallas Semiconductor 1-Wire devices communicate using a single data line and well-defined, timetested protocols. These
include special provisions to handle highly intermittent ("touch™) connections that are common when using 1-Wire devices
in the iButton form factor. As 1-Wire devices expand into applications involving monetary value and high-security
identification, the demand for highly reliable communications has grown. This Application Note will discuss techniques that
can be used by programmers to make 1-Wire communications "ultra-reliable"”, and when these techniques should be
considered.

This paper will focus on the iButton form of 1-Wire devices, as these devices are most often used in touch contact
applications where communications can be most difficult. Despite the direct references to iButton devices, however, these
guidelines apply generally to all 1-Wire devices in all packages. Embedded (microcontroller) applications are the focus of
this discussion, although most of these techniques could apply in any 1-Wire bus master situation.

This paper assumes that the reader is already familiar with the Dallas 1-Wire bus protocol and basic 1-Wire device
communications methods and algorithms.

Reliable iButton Communications

General 1-Wire device communication usually involves functions such as searching (to identify the devices present on the
bus), reading device network addresses (serial numbers), reading device data or status, and writing memory or control
data. Software performing these operations must be prepared to handle intermittent connections, user errors and bus
short-circuits, external interference or loss-of-contact with the device at any point while an operation is being performed.

In some cases, communication failures are simple for the software to detect and rectify. When a failure occurs while
reading an iButton, for example, the software may attempt to read the iButton again, or may rely on the user to remove
and represent the iButton to instigate a new transaction. A failure reading data from an iButton often causes only a minor
delay or annoyance to the user. A failure while writing to the device, however, can be much more serious. If an iButton
contains monetary data, for example, debits (purchases) usually include writing revised monetary amounts to the iButton
each time a purchase is made. Should one of these updates fail and leave the iButton data corrupted, the user will have
lost their entire monetary balance—a generally unacceptable outcome, even when it happens very rarely.

A precise definition of "ultra-reliable" is difficult. As a rule, most normal 1-Wire bus data exchanges are reasonably
reliable. Reading a device network address (serial number) using a READ ROM sequence, if followed by a check of the
family code and CRC is reasonably reliable (see FAMILY CODE AND CRC-8 later in this document). Even if the probe is
bombarded by the worst-case kind of interference (random bits), the odds that a bogus iButton address would get
through undetected are only about 1-in-256. Because the typical iButton-to-probe environment is considerably better than
worst-case, the odds are much lower than this. Nonetheless, some applications cannot tolerate even the occasional
misread because the consequences would be too great.

For the sake of this document, we will consider ultra-reliable to be on the order of the same likelihood that a 64-bit
iButton network address, read twice in a row and compared bit-for-bit, could be misread. In the presence of the worst
possible type and amount of interference (continuous random bits), the odds of this are about 1-in-4,230,000,000 (about
1-in-SQRT(264)). An operation will be considered ultra-reliable if, in the face of worst-case interference, it meets or
exceeds this level of reliability.
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When to Go Ultra-Reliable

It is important to remember that ultra-reliable techniques are not always required. Normal software methods that have
reasonably low odds of allowing an error to slip through are sufficient for most applications. However, when the
consequences of a communication error are significant, or the psychological effect of errors would damage customer
confidence, then ultra-reliable methods should be employed. Some examples are as follows:

In a monetary (eCash) scheme, a misread of the iButton address (serial number) would cause a complete failure of all the
subsequent device accesses, as well as failure of the cryptographic checks that are (or should be) cryptographically bound
to the device identity. The impact of a rare misread of the device identity is only a temporary denial of a product or
service. When the user re-presents the iButton the transaction will complete normally, so the impact on the customer is
minimal. In this case, the odds of a bogus transaction due to an iButton misread are astronomically small, so ultra-reliable
methods to read the iButton address are probably not required.

Later in the transaction process, however, when the software is attempting to read the customer's account balance from
the iButton, the tables are turned. At this point, an error could create or destroy monetary value, and creating or
destroying money is entirely unacceptable, even if it occurs very rarely. Even worse, a failure while updating the balance
in the iButton (during a write) could do permanent damage by leaving the customer iButton data corrupted and unusable
in future transactions. Ultra-reliable methods are required where the consequences of an error are serious, and can be
sacrificed where the consequences of an error are minor.

Another (often overlooked) reason for employing ultra-reliable techniques involves customer confidence. In an access
control system based on iButton addresses (serial numbers), the odds that an invalid iButton key will be presented at a
lock and be misread are small (less than 1-in-256 even in the very worst case situations). The odds that the misread
iButton address will happen to match a valid key for that door are astronomically small (less than one-in-many-billions).
Security is not an issue due to these immense odds, so one would assume that ultra-reliable methods are not required.
However, consider the more frequent case where a valid iButton key is misread and the user is denied entry. The user will
have only to try again, so this is only a minor annoyance and occurs very rarely. The security manager looking over the
access logs, however, sees what appears to be an attempt by an invalid iButton key to gain entrance, which is cause for
alarm. Sometimes ultra-reliable techniques are necessary for customer confidence even if not critical for secure system
operation.

These examples demonstrate situations where ultra-reliable techniques should be considered. The following sections will
discuss various iButton operations and methods to make them ultra-reliable. Many approaches might be employed to
recover from communication errors. The methods described in the following sections are some of those that have proven
successful in real-world applications. The programmer should use these ideas, extending them to other iButton operations
that are not specifically addressed in this document.

The Nature of the 1-Wire Bus

The 1-Wire bus is an inverted-logic wired-OR arrangement. This means that any of a number of things can take the bus to
a low level. This includes electrical short-circuits caused by the steel iButton container improperly seated in the probe,
reset pulses and time slots generated by the master, presence pulses generated by arriving iButton devices, and presence
pulses or zero bits generated by other devices that might be present on the bus. (Not to mention rainwater, tampering
attempts, etc.)

The 1-Wire bus is pulled down by low-impedance drivers in the master and slave devices, and returns to a high level due
to weaker pull-up currents provided by the master. For an external source of interference to turn a 1 bit into a O bit, all
that is required is a short circuit across the bus. For a O bit to be turned into a 1 bit, the interference would require
sufficient energy to overcome the low-impedance driver that is generating the O bit. For this reason, errors more
frequently involve one bits turning into O bits.

However, error modes are not always this simple. A noise pulse (of either polarity) that causes a slave device to be falsely
clocked (i.e., that appears to the slave as an extra time slot) will cause all the subsequent bits to be returned out-of-step
with what the master expects. Loss of contact when the slave is returning a O bit will also result in a 1 bit being read by
the master. The programmer should expect that bit errors of all types (inverted bits, dropped bits, extra bits) are possible
and must be dealt with. Good programming practices demand that the bus always be assumed unreliable, and that every
precaution be taken to assure valid data communication.

The tools that the programmer may use to assure reliable data exchange despite the nature of the 1-Wire bus include:
. CRC-8 and CRC-16 checks generated by the hardware

. Embedded checksums or CRC checks included in the data
. Returned-bit checks on bus writes



. Multiple (redundant) reads and read-back of data that has been written
. Cryptographic validation of data and device ID

Error Recovery and Retries

Programs that perform 1-Wire bus communications must have a well thought-out plan for handling retries when failures
occur. Whenever a 1-Wire function fails, it can usually be attempted again, but the programmer must consider all of the
things that could have occurred during the failed attempt. When contact is lost or the 1-Wire bus is shorted, the iButton
device may no longer be addressed (selected). If the device had been placed into Overdrive (high speed) communication

mode, it may have been reset to standard speed by the interruption. Subsequent attempts to retry an operation at
Overdrive speed will fail because the device is in the incorrect speed mode.

In some situations, the number of retry attempts may be limited so that time will not be wasted in retires when what is
needed is to start the transaction over from the beginning.

Early Error Detection

Because the iButton touch contact is intermittent and workable electrical contact may occur only for short periods,
detecting errors as early as possible in the course of the transaction can make a substantial difference in performance.
Detecting an error in the first few bytes of a communication sequence will allow the software to abort the exchange and
start a retry attempt sooner. An error that is not detected until a long transfer of data is completed means that much
precious time has been wasted in what has been essentially a doomed operation.

Most embedded 1-Wire subroutines that manually generate time slots (bits) on the bus perform the functions of reading
and writing at the same time. For the most part, a read time slot is just a write-1 time slot where the slave device turns

the 1 bit into a O bit as required to return the desired data. Typical bitlevel (read and write) master subroutines are
structured as follows (see reference waveform sketch below):

1. Take the bus LOW to start the time slot.

2. Wait 6ps.

3. Output the bit to be written to the bus. (If a 1, release the bus and allow it to return high. If a O, continue to hold
the bus low.)

4. Wait 9us.

5. Sample the level on the bus (Low level = 0, high level = 1) @15us after start of slot.

6. Wait 45ps.

7. Allow the bus to float high (ends any write-0 in progress) @60us after start of slot.

8. Wait 10ps for bus recovery time.

9. Return the sampled bit.

The resulting waveform is similar to below (numbers refer to steps above):
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Figure 1.

This subroutine always performs the same basic 1 or 0 time slots. If the data provided to send out is a O, it will generate a
write-0 time slot where the bus remains low for 60us. If the data to be written is a 1, then the time slot could be a write-1
or it could be a read, where the master takes the bus low for 6us and then releases it. Each time a bit is written to the
bus, the bus state is also read back and returned to the caller, so the same subroutine is used to perform bus writes as for
bus reads. Protocol determines when a slave is being written-to or read-from. To read a data bit from an iButton slave,
the subroutine is called upon to send out a 1 bit. If the bit comes back as a 0, then the slave returned a O bit by holding
the bus low during the time slot sample time, turning a 1 time-slot into a zero time-slot. Reading from slaves is done by



writing all 1s and allowing the slave to modify the 1 bits into O bits as necessary. Byte-level subroutines are simply loops
that call the bit-level routines eight times and accumulate the bits into bytes.

It would seem that the returned value during a write time slot would be pointless—that it will always be the same as the
value that was written. If all is well on the 1-Wire bus, then this is true, and the return value following writes can be (and
often is) ignored. However, a short-circuit condition on the bus, an unexpected presence pulse from a new arrival, a noise
pulse, or a O bit from an errant slave device can be detected by comparing each bit that is written with the bit that is
returned. When the software is generating write time slots, and the data returned by the bit subroutine does not match
the data that was sent, a bus error has occurred. To detect errors quickly and thereby not waste precious contact time
completing a doomed transaction, ultra-reliable software should test the value of data written to the bus against the data
returned when possible.

Applications running on PCs (non-embedded) or using serial-to-1-Wire interfaces (i.e., the DS2480) do not form 1-Wire
time slots directly, but the result is the same. As each bit or byte is written to the bus, a corresponding bit or byte is
returned that, in the case of writes, can be tested for errors. (Applications on PCs may be at the mercy of serial port and
port driver constraints and may be unable to respond to these errors until the entire command transaction is completed.)

Short Circuit Detection

Shorted bus conditions are common as an iButton is moved into position on the probe and the steel can crosses the probe
contacts. Short-circuit checks are often added to Bus Reset and Bit time-slot subroutines, but this must be done with care.
If the bus is tested for a short circuit (low state) state too soon after it has been driven low and then released by the
master or the iButton slave, the capacitance of the probe and iButton may make the bus appear shorted when it is not. It
can take as long as 15us for a bus to rise from a low level to a valid high level. Testing the bus for a shorted state should
always be done just prior to driving the bus low at the start of a Bus Reset or Bit operation, when the bus has had ample
time to recover to the high state from any previous low level pulse.

A shorted bus also appears to many Bus Reset subroutines as a valid presence pulse, so short circuit detect may be
necessary to discriminate bus shorts from iButton arrivals.

CRC-8 and CRC-16

iButtons use hardware generated Cyclic Redundancy Checks (CRCs) to validate data and identity information. These error-
catching tools are powerful and reliable in most circumstances, but may be weak in the face of some types of interference.
When a communication channel is good enough that the majority of bits arrive correctly, a CRC check can detect virtually

any small error that may occur. When a channel encounters noise that is essentially random, however, these error control
methods do a much poorer job than might be expected.

As an example, if 1000 bytes are sent with a CRC-8 check character at the end, the odds that a single missed or
corrupted byte could get through are very small. If the same message contains 1000 randomly generated bytes, then the
odds are 1-in-256 that one of these entirely erroneous messages would be accepted and deemed legitimate. In other
words, the same error checking scheme that works very well in the presence of rare, small errors may perform very
poorly in the presence of a flood of random errors.

CRC-type check codes also have some other potential weaknesses. One weakness is that the CRC of all zeros is zero. This
means that a shorted bus (which returns all zero bits) will show valid CRC despite the fact that the data is entirely in
error. Another problem is that an iButton device may contain many data pages, each with valid CRC on the contents.
Should an error occur in the transfer of the page selection bits, the data that is returned will appear valid when it is
actually the data from the wrong page. Steps can be (and are) taken to overcome these weaknesses, but it is nonetheless
important that they be understood.

CRCs and checksums provide a good working error control mechanism, but may alone be insufficient for ultra-reliable 1-
Wire bus programming. When a data error would have very serious consequences, additional checks or redundancy must
be used to back-up these error-checking methods.

Detecting iButton Presence

Most systems that use iButtons presented at probes (readers) by humans are first faced with determining the best way to
detect the initial arrival of the device. The method selected depends on the nature of the system. All 1-Wire devices
generate a presence pulse when power is applied to them, and following a Bus Reset. This presence pulse can be used to
signal the arrival of an iButton at a reader probe. (In batterypowered applications, this pulse is often used to wake-up a
'sleeping’ microcontroller when an iButton arrives.) An iButton reader may also allow the presence pulse to cause an



interrupt and thereby invoke program code that will process the arrival of the iButton. Lastly, a reader may simply poll, or
issue repeated bus reset pulses, and watch for the appearance of a presence pulse response to indicate when a device is
present.

If there are other 1-Wire devices present on the bus, then the polling option will not work because the other devices will
always issue presence pulses in response to each Bus Reset pulse. The reader will not be able to determine when a new
device has arrived. Detecting the arrival of a new iButton on a bus that has existing 1-Wire devices on it requires more
complex programming. (See Arrival and Departure Detection below.)

A system using repeated Bus Reset sequences to poll for the arrival of a single iButton device may find that it occupies the
CPU to the detriment of other activities. For this reason, the polling rate may be slowed. A 1ms Bus Reset sequence issued
once every 50ms is certainly sufficient for detecting the arrival of an iButton, and consumes only 2% of the CPU time.

Reading iButton Identity

Once the reader becomes aware that a new iButton has made contact at the probe, it will usually attempt to read the
network address (serial number) of the device. However, the iButton may not be readable until electrical connection
becomes stable. A program that observes the arrival of an iButton and then immediately attempts to read the iButton
identity will most likely fail. Repeated attempts must be made to read an arriving iButton.

Below is an oscilloscope trace showing a 100-sample average of repeated contacts, by hand, of a shortcircuited iButton on
a typical 1-Wire reader probe (1kQ pull-up):
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Figure 2. Average of 100 contacts using a shorted iButton.



The waveform above demonstrates that the electrical contact between the reader probe and the iButton does not stabilize
until as long as 10ms or more after the initial contact is made. More than 40% of the iButton arrivals in this test had no
stable connection even 6ms after the initial contact.

The waveform below is a single (typical) iButton contact on the probe. Note that contact bounce is prevalent (and severe)
in the first 6ms to 8ms of after contact. A Read-ROM command sequence (at standard speed) requires about 6ms to 8ms
to complete, so these contact failures would prove catastrophic if the read was attempted following initial contact and no

retries were performed.
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For example, it might be argued that a delay of 20ms following the iButton arrival would solve the problem by allowing
the connection time to stabilize. However, for those arrivals that stabilize sooner, transaction time would be wasted, and
there is no guarantee that the contact will stabilize in 20ms or even 200ms as the iButton is moved about on the probe.
The penalty suffered for each failed read attempt is only 6ms, so the better practice is to perform reads quickly and
frequently, with error checking (and perhaps redundant reads as well for ultra-reliable device identification).

READ ROM Method: When the reader probe may expect only a single iButton device to be present at any one time, the
direct read method using a READ ROM command may be used. The READ ROM function obtains the 64-bit address of any
single iButton device. (If more than one device is present, they will all return their addresses at the same time and the
resulting collisions will make the data invalid.)

Using the Read ROM method, there is no guarantee that the data obtained from the iButton is correct. Any loss of contact
or corruption of the data would result in an erroneous address from the device. The CRC-8 byte that is part of the address
must be used to further validate the address that was read. The READ ROM command performs a non-interactive



communication with the iButton. If the iButton was not present, the READ ROM command would not fail, although it would
return an all-ones device address. Without short detection, a shorted bus would return an all-zero device address. If the
contact was lost during the read, some bits might be valid and others invalid.

Ultra-reliable technique demands a more stringent validation of the device address. In a system where a misread of the
device address would cause serious problems (i.e., loss of monetary value), it will be necessary to read the device address
twice and compare the reads to make sure that the address has been read correctly.

SEARCH ROM Method: Another way to obtain the address of an arriving device is to use the SEARCH ROM function and
seek-out the device using a more interactive method. The search function is used to single-out one device among many
on a 1-Wire bus. It does this using a binary search technique in which the iButton participates in a two-way
communication over 192 time slots. Instead of just asking an iButton to return its address, the search function
interactively determines the device address, so errors in the communication path are more easily detected. Successful
completion of a SEARCH ROM operation is a strong indication that a device is present and ready for subsequent
communications.

Family Code and CRC-8

The leading byte of the eight-byte address defines the type, or family, of the device. This byte is called the Family Code.
The last byte in the address is a CRC-8 check byte. It is important that the program test the value of the family code as
well as the CRC of the device address. If the family code is zero (which by definition is never a valid family code) then
there has been a misread (most likely a short circuit at the probe). If the software does not verify that the family code is
non-zero, the entire address may be all zero bits due to a shorted bus, and the resulting CRC check will not detect the
error (because the CRC-8 result of all zeroes is zero).

Arrival and Departure Detection

In many iButton systems, the software must reliably detect the arrival of new iButtons on the 1-Wire bus and the
departure of iButtons from the bus. Because the ROM SEARCH function provides a roll call of devices, and because errors
on such a bus are common, special steps must be used to make an ultrareliable scheme for detecting iButton arrivals and
departures.

In order to detect arrivals and departures, the software must maintain a table of the devices that are known to be present
on the bus and their status. Because errors may cause devices to be missed in some scans, it must also manage an
"aging" scheme so that it can de-bounce device departures. A premature decision that a device has departed the bus will
produce a subsequent erroneous arrival event. A false arrival event may cause an unwanted action (like a monetary debit)
to be performed. There are many ways that arrivals and departures can be reliably detected. The typical scheme involves
an algorithm such as this:

1. The bus is continually scanned using SEARCH ROM to discover each device address in turn.

2. As each device is discovered, a table is referenced to determine if that device has been seen before. If the device
just discovered is not already in the table, then the new device is added to the table, and an arrival event is
reported for that device.

3. When a new device is added to the table, or when a device just discovered is found to already be in the table, an
"age" byte for that device entry is set to a constant value (n).

4. Each time a scan has been made of all the devices present on the bus and a new scan begins, all the age bytes in
the table are decremented. If any age byte reaches zero, then the device has not been observed in (n) scan
passes, so that entry is removed from the table and a departure event is reported for that device.

When each new device is observed, its age is set to (n). Whenever it is missed, its age is decremented. If the age reaches
zero, then it is assumed that the device has actually departed the bus. This scheme requires a table of nine-byte entries
that is large enough to contain as many records as there could be devices on the bus. Problems with the scheme above
include the following:

1. When more devices are present on the bus, the time to scan them all is greater and so the debounce time is
greater. An age byte reload value (n) of 5 might debounce a single device departure by only 5ms, but with 100
devices present on the bus, it would take over three seconds to report the departure of any one device.

2. A shorted bus, if the short circuit lasts long enough, causes the departure of all the devices, although they are still
present. When the short is cleared, all the same devices will arrive again. (Some algorithms stop the aging
process when the 1-Wire bus is shorted to prevent this.)

3. There is no debounce for arrivals. This means that a misread iButton address will be reported as an arrival, and
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