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MACH . IR ZF AR, WEEREEN.

INPUT MESSAGE
SECRET KEY

ALGORITHM MAC

1. 1ZMACH FHEI R T2 T & 0IAE Fe -

B2, ZIMEARMACHABERBLA -8, Bk
FARBIWEEE, TS EE S, TE &
5. DS IRXRRE A H MAC 55 KFIEB MAC &
KT S, BT A e — AN R, AR
JRRG [ 3% 45 & 7% 0 . MAC & 3% J7 a4 2R 2 %55 4
fi BAFOARS BB v FORTIMAC, iR [ 454207 -
T SR AT e Jo 0 8 3 T B AT 7 A A R MAC,
DAY DU A7 2k T R i I, H B R Ak
(B12). iz RO S — iR AIE

FEMEA, A B B E K EMACH) Jk 7R N
SR AR, B 2R AT E I R MAC K H
B R I £ SR O IR . A S,
I B9 B 5 R (R B2 BUE R .

1-Wire2 Dallas Semiconductor Corp. B9/ M B #7 «

SECRETKEY HOST SYSTEM
FROM SECURE MEMORY F\»}» MAC RECIPIENT
MESSAGE DATA ALGORITHM
FROM ACCESSORY DEVICE |/' | COMPARISON
[_RANDOM CHALLENGE }('
seRTITITIIIINGIIIIIIIIIIIIIIIIII I e 1-Wire®
ACCESSORY

MAC ORIGINATOR
ALGORITHM

[ MESSAGE DATA
SECRET KEY
FROM SECURE MEMORY.
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SHA-1R L3 AR FERIE BRIA AT 9 8 i 8O0 5Bk
H National Institute of Standards and Technology (NIST)
(www.itl.nist.gov/fipspubs/fip180-1.htm)F & . SHA-1E.
22 K J A E BRAR MEISO/IEC 10118-3:2004, 531
BEERRE AT, FH AT ANISTR 255 . SHA-1
R FER S EELTILA DA E—MNIT
HAAEYE, RATBE MMACHEE B A(F B )biop
RE—XTHREMAC, K2 ZT i ARG REAR
BLSEE s 3) i T A RO — i A B9 A o] A2 A HE 2 8
MACH R E KR . Tk 28 5 A DL K x4
B E BRMERFFT, Maxim/Dallas Semiconductor 4%
SHA- I Fo 2 4 A7 fil 4 B0 B0 — Wi b DA IIE 5125
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Tl 45 9 A8 7 77 1 25 (8] S 2 DL 58 B SHA-1 MACTHE,
VT E I LR I DS2460 SHA-1 AL B 28, s0f it
1155 1% 38 28 KRG TN 2 it 19 AL . PRAb AR A

A7 — AL, TR RGP I AR
A IR A A

BN /R R E

SEVOT TR, FFal el B =T A, &
TR AR A R . BRI AERH, &F
W FEER BEANA N 2B I 6 K. DS2432485
TS G R (FE ik 20 58 = T i3 77 2 AT S8 2 A A A 77
fl s BOE (), T RURAM M X O TR AR L S 2
ife. BHBERN, 2% (E4) i DS24324 47
WIS . FUA H& A R0 9119 DS2432 4 HE Al V) it
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IBUAR R A 5 FE 4R R . X O 3k 1 ok 7 Sh — NP4
RIVRT DL i DS2432 % 2 A7t 4% Y BOE (B A e £ %
RAERES Z R IhAE. (B RSN EZFE,
WHRHThREEE 1. )

HA 6400 A %0 S DS2432 Al @ ik LR P Fl 2 42
RS RACE S = dlERE ) BB HE I
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HE R . Jo1e R TR 7 %, HbZe p R A B i
TR RO R T RNAY, AT R LIS B A AT 2% -

'@ Vee
1-Wire %
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SHA-1
SECURE COPROCESSOR

SHA-1

| < . uc
BDALLAS | | (BDALLAS % % Fe
DS2432 DS2460

CONTROL NETWORK

——

“RESISTOR VALUES

e DEPEND ON Vg

EEPROM
€L
L =

SEE DEVICE DATA
SHEETS FOR DETAILS.
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4. #JIDS2432 i ik Z 1% 1t .
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BOARD TO BE AUTHENTICATED
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CONFIGURATION
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1-Wire % *RESISTOR VALUES

2N7002 G
PROBE POINT
0 s
< o Lio

DEPEND ON V.
SEE DEVICE DATA
p ue SHEETS FOR DETAILS.
OR TO COMPENSATE FOR
n n FPGA THE VOLTAGE DROP
H’ SDEIﬁ:!)-NID-Uég ﬂ’ SDEMICONDUCTOFI ACROSS THE MOSFET'
® Vg MUST BE HIGHER
DS§2432 DS2460 THAN Vpypyiy SPECIFIED
SHA1 SHA-1 T IN THE DS2432 DATA SHEET
SECU(;%E COPROCESSOR —
EEPROM =
1
- =

6. LI — e R B AR AT, BT [AIDS2432 5 A B B 17 8.«

DS2432 AIETh&E IF 45 AA

R kLE

DS2432 1-Wire £ 1. 1kb SHA-1 %4776k i 9 £ 25
T ICHBIR R B 7 iR, ATUERSFEHE
FAANIGE A7 i BORAY 19 22 v A7 Gl S CRE A7 AR) - AT R
B 42 K B s BT AR M — o I 84 ID 5 (BR M
1-Wire £ 4) . POAS I 7 EEPROM T .« 25 77 4%
MRS HEL.

PR 1D FIAE 1-Wire P % F A1 sl o dik, RIS 30 A

UNIQUE DEVICE ID #
READ
4 PAGES
OF 32-BYTE
READ USER EEPROM
CONTROL REGISTERS
WRITE-AUTHENTICATION WRITE-AUTHENTICATION
MAC (HOST) _ __ MAC (SLAVE)
| \ A
SHA-1
> >
N BUFFER MEMORY ENGINE
A
_________ g |
LOADED 8-BYTE SECRET COMPUTED
DS2432 CONSTANTS

"~ SLAVE AUTHENTICATION MAC
(CHALLENGE AND RESPONSE)

17, DS2432 SHA-1 -4 7 fff s B i BE TR (9 BT 7 32 847 S T il

WIER . AP S AR AE 587 Mm%
Wy . RGHEBCA BY T i R ks 2R SR A 58 B 7R T
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WIEE 2.

] 22 7o PR o 32 LS 44 1D 5 FF 7 EEPROM . 3 1]
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MAC, 7 AT PAFT I 22 v {7 it 2% 22 EEPROM I B 72«

B TMACE R ARF ik, DS2432 SHA-151% A
AZMARRE TER . EMERL T, SHA-15/%
Fel 64 A i ARG, IR 20 F I MACE R .
R Z AT A . 1EhEe RENRAT R,
FALLIE L HE . BEARB N AP AR E
B A 7 .

Fi-MmRzIAE MAC
1E QAT TE AN A s BT iR, DS2432 /9 £ BRI RE S 5T
BT B AGIE . EHLR IE — S BEVL RS, FER
DS2432 MR 4% SRS . 9. AL LA g 4 0T R
Bl AR CH B (o S K 4 [R] #4 B As 8 VB
M 3y MAC (JLE8).
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F AL A SR SR DS2432 FF 4 1Y AR [R5 B 5 0E
FOH AT MACTH S . AnSRiZ 45 L M DS2432 45 i Y
MACEITECHY, WG ED, B HAGEN




INTERNAL 8-BYTE SECRET }—V

32-BYTE MEMORY PAGE >

13 BYTES OF CONSTANTS >

NUMERIC VALUE OF SELECTED PAGE (1 BYTE)
DS2432 FAMILY CODE (1 BYTE) >

SHA-1ENGINE ~ —

DS2432 48-BIT SERIAL NUMBER (6 BYTES)

3 BYTES OF SCRATCHPAD

A A

(3-BYTE RANDOM CHALLENGE
FROM THE HOST)

&

TOTAL SHA-1 ENGINE INPUT: 64 BYTES (512 BITS)

20-BYTE MESSAGE
AUTHENTICATION CODE
(MAC) RETURNED TO THE HOST

8. JH T 55 ih-mia iy A SIE MAC (11 DS2432 SHA-1 5 %4 A #4045

DS2432 7 6 IE A b 0 S 5 38 - W B 5t AR . BT 1R O il
PUEE X — SR AR R E A . IR RS 4R 2R AR
RAEGEZ DR MAAR. A D&M E B
MAC (R FTATIE DS2432 S22 H 1 MAC) 3 47 1]
T -

Higx<

B T 42 O ER (B ATE T RE Ab, [ B ik B B2 SR A7 K
TEA P R B 2P A AT . SR IIX — s, DS2432
(0 5 0] & 22 4 32 BRAY . K BT BT AE # 4 DL F)
EEPROM 8§ % il 27 17 #% 2 §l, DS2432 %R T A4 {4t
Y IEMAC KIE H A2 54 . DS2432 4R 458
TP HBEE . B9, TEERNFHERS .
AR H e B (B 9)iH % MAC.

ik EAURE A A A R S T I MAC.
5 DL S AT FE PR EHMACHT, DS24324% 3
5HSWENGRETHE. HAY ZF LR,
Bia A 2 NG b 77 45 1% i 2 H AREEPROM.. 244K,
AREB S R & 0L, B MACT IEFRH -

EHRERP

DS2432 By 52 H S VF H R I e M AN 4wl 3%
PrRAP SRR B0, WRFTE, B0 IR S R
RAFH R, KT AREEES . HEMER
o il 38 B 7 U 0] 4 R e AT, X R AR 3 4
PRBARN -

INTERNAL 8-BYTE SECRET >

8 BYTES OF SCRATCHPAD
MEMORY
28 BYTES OF SELECTED
MEMORY PAGE

NUMERIC VALUE OF SELECTED PAGE (1 BYTE)
DS2432 FAMILY CODE (1 BYTE)

SHA-TENGINE

A A

DS2432 48-BIT SERIAL NUMBER (6 BYTES)

12 BYTES OF CONSTANTS

V

TOTAL SHA-1 ENGINE INPUT:
64 BYTES (512 BITS)

A A

20-BYTE RESULT

B9, SHA-1 5|45 A Xty Tt 5 5 0 a A i MAC.




ALK IR k4R A SR 7 55 40 1) B DS2432
WHEHE; 2) iDSAREARF G &S B Bt EH
P ) IMABAN A M- L MHRFEIDY, £
SRS 4) A 2RI k.

AR BTSRRI, B DS2432 A iR
1, HRAETHE SR R B KA & B
PIA S . IRR MM, WEARF 6B
Bots, HANE®HIR " Finsds. Xy
HEAE RS CRAT EHNGR. WREHES
WSS (B3R ), EHLEH I — iR
S EAR - SRR E RSN LI, B
TR R RAR . WCREH S BOTE, FHSR
REEMRCEAFITE), IRBRERPESR. B
i, AR ARG ESE, EAURMMAL —HEH EZ AR
[t R AT REE

WRERAZ, DARA—CHBAENE N
A TRXACHEH, LA UAF#HESTZ—FA

THE B AR 32 F 18 . BT ok, TEMDS2432
e SGA— N REEN . REEAT AT
THE AT i e ORGSR — To R & ID 5 (CRC 7
BRAN), BT E S R ATAR SR 8 74 Kt -

WARFE /R DS2432 1 H %40, WIDS2432 J5 3h SHA-1 5]
%, HE 10 fr s A SRR MAC. 20775
MACH AR 8717 H a5 DL 2 % A i bk, <7
RIS A A BB A

%t

TR Z AR REFF S8, TR AR H e 5
M OE S VAEAE LR TR P ACRD, 1 H 2 LA 1
5 A 222 f AR I RE Ve B A B T RRARAE 7 A
DS2432 {9 % ¥ 2z Ak B 2 ] PLSC BT FE A & 12 8
A THARN BB EIE . M DS2432 BF 7R Y 2
REFTRLE M, —A/NINIRE A f 3l i = AR B R
A9 -

INTERNAL (CURRENT) 8-BYTE
SECRET

A A

8-BYTES OF SCRATCHPAD
(PARTIAL SECRET)

A A

ENTIRE SELECTED MEMORY
PAGE (32 BYTES)

16 BYTES OF CONSTANTS

TOTAL SHA-1 ENGINE INPUT:
64 BYTES (512 BITS)

A A

SHA-TENGINE ~ ——>|

NEW INTERNAL 8-BYTE
SECRET
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FI AR T FE =l 22
FF%& FFT R

S K B M6 T FE L5 28 (uO) ) HF 46 5 JF 96 R e T
KA PREE . ASICHIDSPH 9548 T GE, 1 Fe ]
A ] BE LITRAG 09 1) FE SE BB A 19 B304 . A 3 i 16—
Pl A s i AR B (FFT) M, 7 — 18 i
1 (P 2 I NG D FE pC ST A ]

IXANFET W S5 — i A R (B ) Vi 9
W . N RZAES, R ROBCR 2R (ADC) X
VINEAT RAE, SRR RS RIZR A NC. R)F,
PO X S8 RAEPITT 256 s FFTIZ 5, AR 154 A L Y
W . R TR, pCRE T A B (L ik
PC, fPCEZiT @Rk,

x(n) LOW-POWER IX(K)!
MICROCONTROLLER

DFT{x(N)} = X(k)

Viv—s{  ADC

B L. FIHIFFT W i R A R B4

% FFT I A0 [ 4R 51 4 MAXQ2000 & 51 1 — % 16
i KFEPCHCIEEME . A 0B EE v DUl
1 [R] 42 30 3 www.maxim-ic.com.cn/AN3722 N %%
VI H R O [ A0 E D PR

B=AA

N E AR S R AR B, TR O X L A
KA AT WU LA (DFT). DFT A9 SCAF

-j27tkn

X(k) = Zx(n)e N for 0<k<N-1 &L
n=0

HAPNERFERBR, XE&ZBE, x()Z—4HmA
RbE o AR 2 AT SRMAT, For B A RAE
AT B SRR 35, A3 DA 255X

N-1

Xre(k) = xRe(n)COS(ZT][\I,m) + xIm(n)sin(ZT;\]]‘”)
Nol [ W)
=Z _xRe(n)COS(ZT;\f”)
Xim(k) = 'E xRe(n)sin(ZT]‘\];”) - xlm(n)cos( 2%‘”)
N:) r (#3)
= 5 [Fomsn 28

A3, SRR b 58 IR i 5% i T AR A
LABNSHL . BERATAENARKE, HiEHER M
3T EINIUWHREHINN - DIIEIBST . BhE, ]
9 256 s 8 A\ SR A DET 4 75 ZEHE AT 131,072k 7 1 7l
130,560 ki 5. FRA T A 1 5 Jy ¥ 1 FET I

A 2P FFT BT (08 . A5 B A SR FH 3% 38 /9 radix-2
Bk, AkZ¥DET 7rfif AW~ /N DFT. bk, N
DA 2% . Radix-2 FFT 83k A9 48 B8 0] 19 44 24 4 (&
2T REERE . WA S R E IR AT LR BR,
radix-2 H LT (N/ 2)logy(N) ¥R T 7 FINlogo(N) YR Al
. B9 AR S BV R E TR e
7, W RATEPAT R L TSGR

FEE 2, FET B A2 s S — FiRe ok 09 HE 51T
XA HIE X R Aa P S 515 1 3k AL R JE 1R
. HE, HIATN = 8 RHEPATradix-2 FFT
NGRS SR TN € i)y ey 1

0(000b), 1(001b), 2(010b), 3 (011b), 4 (100b), 5 (101b),
6 (110b), 7(111b)

FHHES N

0(000b), 4 (100b), 2 (010b), 6(110b), 1(001b), 5(101),
3(011), 7(111).

FET fi 1 0 LUIEBf B9 WU 51 23800, B4
MpE R IE B G ER, 2T - RFFTia R
ME— % . T as AR R SEA, BTE RS
BARIEE, XH, THENARENFFT A ZE2NAE
B (A 2 B HE 00 0 6 45 S AT R 5 P )«
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x[0]

ave
¥(2) a a+WKlb
WHERE E .

e x(3] b a-Wkp
/o g &V‘ m

AND
x[8]
X(6] W,lfl:e-jan/N

21k, 21tk

71 = cos(W)-Jsm(W)

B2, FI MRS S SE BN = SHYFET

FFTSE UG, @R MEEEL. RAFSK LR )
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// ALGORITHM 1: INCONSISTENT SAMPLING
FREQUENCY — BAD!
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// sample[] is an array of 16-bit variables
for i = 0 to (N-1)
begin

doADCSampleConversion () //
Instruct ADC to sample Vin

sample[i] = read8BitSampleFromADC() //
Read 8-bit sample from ADC

if (sample[i] & 0x0080) // 1f
the 8-bit sample was negative

sample[i] = sample[i] + OxFF00 //
Make the 16-bit word negative

end

// ALGORITHM 2: FIXED SAMPLING FREQUENCY —
GOOD!
// sample[] is an array of 16-bit variables
for i = 0 to (N-1)
begin

doADCSampleConversion() //
Instruct ADC to sample Vin

sample[i] = read8BitSampleFromADC() //
Read 8-bit sample from ADC

end
for i = 0 to (N-1)
begin
if (sample[i] & 0x0080) // If

the 8-bit sample was negative

sample[i] = sample[i] + OxFF00 //
Make the 16-bit word negative

end

—HAREERE
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H e A &S5 ZEER I0REN/2) - 1 (I
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iBB2. IEXFAKIZEEILUT.

const int cosLUT[N/2] = {+128,+127,+127, ...
,=127,-127,-127}%;

const int sinLUT[N/2] = {+0
9, 6, +3};

3, +6, ...

XELUTEA B A const, SR 4 i 4 45 € 1147 fik
TR AN AEE R =0 BT LUT$UE 50k Q8.7
Fonik, BN T IEZMARTZIEPRME S 2.
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iF83. BTN = 256 (L R RFFER.
i=x n re[ 1]; xn re[ 1]=x n re[l28];
x n re[128]=i;
i=x n re[ 2]; x n re[
x n re[ 64]=i;

2]=x n re[ 64];

i=x n re[ 3]; x n re[
x n re[192]=i;

3]=x n re[l192];

i=x n re[ 4]; x n re[
x n re[ 32]=i;

4]=x n re[ 32];

i=x n re[207]; x n re[207]=x _n_re[243];
x n re[243]=i;

i=x n re[215]; x n re[215]=x n_re[235];
x n re[235]=i;

i=x n re[223]; x n re[223]=x n re[251];
x n re[251]=i;

i=x n re[239]; x n re[239]=x n re[247];

x n re[247]=i;
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B XEERNAEL AT MAXQ2000, AJFESLER & {4
heRbEE .

iHE4. ACHRENREEH.

/* (1) Macro MUL 1(A,B,C): C=A*B (result
in 08.7)*/
/* (2) Macro MUL 2(A,C) : C=A*last B (result
in Q8.7)*/

MUL_1(cosLUT[tf],x n re[b],resultMulReCos);
MUL 2 (sinLUT[tf],resultMulReSin);
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MUL 1(cosLUT[tf],x n im[b],resultMulImCos);
MUL 2 (sinLUT[tf],resultMulImSin);

X n re[b] = x n re[a]-
resultMulReCos+resultMulImSin;

X n im[b] = x n_im[a]-resultMulReSin-
resultMulImCos;

X n re[a] = x n re[a]+resultMulReCos-
resultMulImSin;

x n im[a] =
x n_im[a]+resultMulReSint+resultMulImCos;

S HRIR L IR

N TETHE VN ROIR B, BT 0K Z BB
X (k)i iR AL AR 3. SCBRIZ A 1 B 4 AR
FES. MEEEPC T HIRIFFTES R, o9 A
P X LE R0

iFB5. FFTERNEHHEAERARERER .

const unsigned char magnLUT[16][16] =

{
{0x00,0x10,0x20, ... ,0xd0,0xe0,0xf0},
{0x10,0x16,0x23, ... ,0xd0,0xe0,0xf0},
{0xe0,0xe0,0xe2, ... ,0xff,0xff,0xff},
{0xf0,0x£f0,0x£f2, ... ,0xff,O0xff,0xff}
}i

/* Compute x n re=abs(x n re) and
X n_im=abs(x n_im) */

X n re[0] = magnLUT[x n re[0]>>11][0];

for(i=1; i<N DIV 2; i++)

X n re[i] =
magnLUT[x n re[i]>>11][x n im[i]>>11];

X n re[N DIV 2] =

magnLUT[xX n re[N DIV 2]>>11][0];
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(MSB), 58 =255 ikl FRH m4fr. e 4
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R ) SCHEAE FE N R 515 200, WE e e
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I FRATH TG BTN/ 2) + 1A 5038 B8 5 46 i 4
e A, BAOTATLAB S, 3T S8 AR,
X(0)HIX(N /2)f #8802 . DR 1 B ot B0k A 2%
WAL . ATUH PR R ER P RS T T
H S GZLUT R IRAARY, AT i A R I R R X (k)
A 2

Hamming g Hann &

BEIE RS AL T X i AR A il Hamming &8¢ Hann
BRYLUT (Q8.74% L) Tt bR 5 AT A R4 B AR A Sel R A
Hx(n) B B AR BT 5 1 09 5555 it s . Hamming Al
Hann & & £073 510207 F8 s

h(n) = 0.54 - 0.46003(1\277_5’11) &7
h(n) =0.5[1 ; cos(l\zf_‘ 1) 8)

TP BB 6 4 T SC B S ek B AR . [T, AT
H SR R R & 7T A sh A X S LUT
A UEACRS, T H R PR R S LE 7 bR KL

iFE6. FSkSEI Hamming FHann B BEHILUT.

const char hammingLUT[N] = {+10, +10, +10, ...
,+10, +10, +10};

const char hannLUT[N]
, +0, +0, +0};

= { 40, +0, +0, ...

for(i=0; i<256; it+)
{
#ifdef WINDOWING HAMMING

MUL 1(x n re[i],hammingLUT[i],x n re[i]); //
x(n)*=hamming(n);

#endif
#ifdef WINDOWING HANN

MUL 1(x n re[i],hannLUT[i]),x n re[i]);
// x(n)*=hann(n);

#endif
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